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Introduction

Threshold Implementations

|
Threshold Implementation (TI) [Nikova, Rechberger, Rijmen, 2006]
is a provably secure Masking Scheme based on Secret Sharing and
Multiparty Computation.

e Tl protects implementations against any order DPA.
e Tl is secure in a circuit with glitches

o Efficient in HW

e Independent of the HW technology



Introduction

Threshold Implementations
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Properties: Correctness, Non-completeness, [optional] Uniformity

Uniformity implies that if unshared function is a permutation, the
shared function should also be a permutation.



Conclusion and Futur

Constructions of S-boxes with uniform sharing

Introduction

Threshold Implementations
-

Two S-boxes S; and S, are affine equivalent if there exists a pair
of affine permutations A and B, such that S; = Ao S, 0 B.

unshared 3 shares 4 shares 5 shares
remark

1 2 3 4 1 2 3 1

affine 1 1 1

quadratic 6 5 1 6 6
cubic in A7 30 28 2 30 30
cubic in As 114 1131 1 114 114
cubic in S16\ A6 151 4 22 125 151

4 affine equivalent classes of 3x3 S-boxes
302 affine equivalent classes of 4x4 S-boxes, [CHES2012]

A - Affine, Q - Quadratic, C - Cubic
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Our approach

e Most papers so far have studied Tl sharings for given S-boxes
e Here we go the opposite way:
we start from n x n S-boxes with known sharings and then
construct new (n+ 1) x (n+ 1) S-boxes from them, with
desired sharings.
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Shannon's Expansion

I ——
Let F be a Boolean vectorial function of n variables X = xy, ..., X,:

F:{0,1}" — {0,1}"
|

Let define X; = x1, ..., Xi—1, Xj+1, ---, Xn and two new
Boolean vectorial functions of n — 1 variables as follows:

Fx,-:l()?i) = F(Xl,...,X,'_l,X,':1,X,'+1,...,Xn) and

Fx,:O()?i) = F(X]_, ey Xi—1, X = 0, Xj41, ...,Xn) then
F can be written as:

F(R) = xiFx=1(%) + (xi + 1)Fx=0(%:)
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Application of Shannon's Expansion to S-boxes

|
Given two n x n S-boxes (permutations):

51()_() = (tl,tz,...,t,,) and

52()_() = (U]_,UQ,--.,U,,)

then using Shannon's expansion one gets an (n+ 1) x (n+ 1)
S-box S(x1, .-y Xny Xnt1) = (V15 -« s Yy Ynt1):
|
Vi = Xpyiti + (14 xpy1)ui, fori=1,...,n
Yor1 = Xpp1F(X) + (14 x541)G(X)
where F and G are Boolean functions of n inputs.
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Theorem 1

Let S be the S-box generated by using Shannon’s expansion using
two permutations Sy and Sy. Then, S is a permutation if and only
if

G(x) F(Sl_l(Sg()_())) + 1 or equivalently
= S0StoF+1

holds.
First fix S1 to a class representative and go (class per class) then
we will explore two approaches:
e S, =5 implies S = (51, xp41 + F), next we vary F over all
possible Boolean functions
e S, # 5; the general case, next we vary Sy over all possible
S-boxes and F over all possible Boolean functions
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Results of Theorem 1 first approach

Table: Extension of 3-bit S-box classes into 4-bit S-box classes

3-bit Class ‘ 4-bit Class

Ao A %
o R =

% ]43' 41L2, 293
Q3 C301 ' Q300

A - Affine, Q - Quadratic, C - Cubic
e O3y, can't be obtained
e The extensions in blue were already known from [CHES2012]

e The obtained 4 cubic classes are the only 4 which have
uniform sharing with 4 shares [CHES2012]
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Results of Theorem 1 first approach

Table: Extension of non-cubic 4-bit S-box classes into 5-bit S-box classes

4-bit Class ‘ 5-bit Class

Al 03,03, 03,

Qi Q?? ng ng Q?Sv Q?S

Q‘{g stlv st 9?37 Q??? ngv le
Q%93 Qz& 9247 le

Q294 Q ’ Q57 Qi’27 Q?67 Q?Q? Qg3
Qoo %, %

Q300 Q307 Q§2

¢ Constructed 23 out of 75 quadratic classes [FSE2017]
o 03y, 93, no uniform sharing is known [FSE2017]
e Now we can obtain uniform sharing with 4 shares for them

10/15
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Theorem 2

Given any n x n S-box S; which has a uniform sharing with m
shares and any Boolean function F with n variables which also has
a uniform sharing with m shares.

If S> is chosen in one of the n + 1 forms:

51()_(), 51()_( I i,) fori=1,...,n

then the generated (n+ 1) x (n+ 1)-bit S-box S by using
Shannon’s expansion with S1, So and F has also a uniform
sharing with m shares.

11/15



Introduction Constructions of S-boxes with uniform sharing Conclusion and Future

Results of Theorem 1 second approach

|
This approach generates all S-boxes which can be obtained with
this construction.

From 3-bit S-box classes we generated all the 4-bit classes except:

‘193 196 197 231 270 272 273 278 282 283 295‘
| Gy Gz G Gs Gs G Gn Gy |

Notice that 8 out of the 11 belong to Optimal Golden S-boxes.
Recall there are exactly 8 classes of best 4-bit S-boxes. i.e.,
{Diff(S) = 4, Lin(S) = 8, deg = 3} (Leander, Poschmann 2007)
Still work in progress!
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Double application of Shannon's Expansion to S-boxes

|
Given four n x n S-boxes (permutations):

51()_() = (tl, to,..., t,,), 52()?) = (u1, Ry o000y Un),
S3(X) = (1, v2, ..., vp) and Sa(X) = (w1, wa, ..., wy)

using Shannon'’s expansion one can get an (n+ 2) x (n+ 2) S-box

S(X17 e 7Xn7Xn+laXn+2) = ()/1, cee 7Ym}/n+1,}/n+2)3
Yi = Xpp2Pitati + (1 + xpp1)ui] + (1 xp2)xn1vi + (1 + xpp1)w]
Yor1 = el F(®) + 1+ xp41)G(R)] + (1 xeg2) P Fa(X) + (14 xn41) Go(X)]
ynt2 = ppelntiF3(3) + 1+ xp41)G(R)] + (1 + xeg2) B FalX) + (14 xn41) Ga(X)]

fori=1,...,nand where F; and G;, j = 1,2, 3,4 are Boolean
functions of n inputs.
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Theorem 3

Let S be the S-box generated with the Shannon’s expansion using
four permutations S1, S>, S3 and S,. Then, S is a permutation if
and only if both

F(Si(X) = G(S'(X)+1=FR(SH(x) = Gi(S; () +1
and
F3(S7H(X) = Ga(S; (X)) +1=Fa(S1(X) + 1= G3(S; (%))

hold.
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Conclusion

|
We have shown that Shannon's expansion can be used to construct
uniform sharing for certain affine equivalent classes of S-boxes.

Our goal is to generate all 4-bit S-box classes from the 3-bit S-box
classes. There are still some classes we cannot ...
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